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Security and fault tolerance are two of the most important objectives that electronic device man-
ufacturers have to meet before a product can go into mass production. These two goals either
together or separately have the power to put a manufacturer out of business. Moreover, the choice
of key storage solutions is very important with respect to the level of security a device manufacturer
is willing to provide to the end customer. An ideal key storage would be completely fault-tolerant
and would provide a high level of security, while also being cost-efficient.

However, environmental effects, such as ionising radiation, can significantly affect electronics,
including key storage components. When exposed to ionising radiation, electronic devices can
potentially suffer from threshold shifts, functional failures or leakage currents, which may also lead
to temporary malfunctions or even permanent damage. Hence, it is important to investigate the
effects of ionising radiation on different key storage solutions, with a particular focus on cost-
efficient key storage solutions being used in high-radiation environments, such as Flash memory,
and on novel secure key storage, such as Physical Unclonable Functions (PUFs).

Although the effects of radiation on semiconductor devices have been extensively studied in
the past [Ba10, Do12, Ge13, Gi01, Go14, Ng98, Sa13, Sn89], to the best of our knowledge, no
comprehensive study exists regarding the effects of radiation on cost-efficient contemporary memory
components used for secure key storage, such as Flash memory found on commercial off-the-shelf
(COTS) devices and SRAM PUFs implemented on such devices. We therefore aim to investigate
the advantages and disadvantages of using such cost-efficient devices for secure and fault-tolerant
key storage, by examining the effects of radiation on the two aforementioned memory components
found on them. In this way, we will be able to determine their suitability for being used as secure
key storage in high-radiation environments, such as nuclear plants, power facilities and the outer
space, and in applications related to radiation therapy and nuclear weapons deterrence.

To this end, we want to investigate and evaluate the effects of radiation on the Flash memories
of two COTS devices that are used in space applications, the STM32F407VG Discovery and the
STM32L152RE Nucleo boards, as well as on memory-based PUFs implemented using the start-
up values of the SRAMs of these two boards. In particular, we have already started conducting
experiments using radioactive sources in order to induce faults on the two memory components of
the boards and test their tolerance to such faults. However, current results have been less than
promising, because of the low absorbed dose due to the limited period of time that the boards have
so far been irradiated. Future experiments with stronger sources and for a longer period of time
are planned.
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Current and future experiments will be conducted using beta and gamma radiation emitting
sources, which emit photons and electrons respectively. In this way, we can test the tolerance of
key storage against radiation commonly occuring in high-radiation environments. Additionally, we
measure the probability of persistent and non-persistent faults occuring both when the value of the
memory cells is 1 and when their value is 0. In relevant literature, it has been noted that Flash
memory cells are highly unlikely to be flipped from 1 into 0, due to the way in which they are
constructed [Ba10, Sn89]. We therefore expect to observe faults in Flash memory only when the
value of its cells is 0. Furthermore, we expect that the SRAM PUF will be able to recover from soft,
non-persistent, errors, due to the volatile nature of SRAM, while the non-volatile Flash memory
will not be able to do so. Finally, based on the number and nature of faults occuring, we will be
able to estimate the probability of faults affecting a key stored in the Flash memory or generated
by the SRAM PUF, taking into account existing error correction mechanisms. Therefore, we will
be able to assess the fault tolerance of current secure key storage storage solutions in high-radiation
environments.
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[Do12] E. Ć. Dolićanin. Gamma ray effects on Flash memory cell arrays. Nuclear Technology and Radiation
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